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1.0 Introduction 
 

1.1 The purpose of this policy is to ensure that the investigatory powers given to the Council 
under the Regulation of Investigatory Powers Act (RIPA) 2000 are used in accordance 
with the Human Rights Act, the Protection of Freedoms Act 2012 and the amendments to 
the regulations under RIPA that came into force on 1 November 2012. 

 
2.0 Scope 

2.1 Local authorities have a number of powers of covert surveillance which are covered by 
RIPA which allows local authorities to authorise the use of three covert techniques: 

 
• Covert surveillance on individuals in public places – directed surveillance using 

cameras and other methods such as covert following of individuals 
• Communications data (such as telephone billing information) 
• Covert human intelligence sources (CHISs) where individuals interact with 

suspected offenders in order to investigate crime 
 

2.2 Following the amendments to the RIPA (Directed Surveillance and Covert Human 
Intelligence Sources) Order 2010, directed surveillance under RIPA may only be used 
in certain circumstances and the additional authorisation of a Justice of the Peace 
(magistrate or district judge) will be needed for all three forms of surveillance covered by 
RIPA. 

 
2.3 Local authorities will no longer be able to use directed surveillance in some cases 

where it was previously authorised. However, this does not mean it will not be possible to 
investigate these areas in order to stop offending behaviour. The statutory RIPA Code of 
Practice on covert surveillance makes it clear that routine patrols, observation at trouble 
‘hotspots’, immediate response to events and overt use of CCTV are all techniques 
which do not require RIPA authorisation. 

 
2.4 This policy forms part of the Council’s overall Benefits Counter Fraud Strategy. 

 
 
3.0 Policy outcomes 

3.1 The outcomes to be delivered by this policy are: 
 

Corporate Covert Surveillance Policy 
outcomes 

Links to corporate outcomes 

  
• The Council meets its duties under the 

relevant legislation 
• Staff are aware of the need to balance 

the use of covert surveillance with the 
rights of those who may be subject to it 

• The Council’s processes are transparent 

• Effective partnership working 
• Effective management 
• Councillors and staff with the right 

knowledge, skills and behaviours 
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4.0 Corporate Covert Surveillance Policy 

4.1 Like any other public body which is able to investigate criminal offences, the Council is 
able to make use of covert surveillance in order to gather information. Information 
obtained in this way can be valuable and can often be used as evidence in legal 
proceedings or as intelligence to identify or prevent offending. 

 
4.2 It is important that the Council uses all the tools available to it to make the best use of 

council tax payers’ money. However, the Council is committed to using these techniques 
only when it is proper to do so and proportionate to the offence suspected. 

 
4.3 The use of covert techniques may, in certain circumstances, interfere with a person’s 

rights under the European Convention on Human Rights (ECHR). Article 8 provides a 
right to respect for private and family life, home and correspondence. As covert 
techniques are generally used to obtain information about a person without their 
knowledge, there is a clear likelihood of interference with the Article 8 rights of those 
subject to covert techniques. 

 
4.4 Any interference with Article 8 rights will be lawful provided a public authority can 

demonstrate that the following three tests are met: 
 

• Is the proposed interference proportionate to what it seeks to achieve? 
• Is the proposed interference necessary in pursuit of a legitimate aim? 
• Is the proposed interference permitted in law? 

 
4.5 RIPA offers a statutory framework to ensure that the three tests are met. Failure to obtain 

a RIPA authorisation where Article 8 interference does occur may leave the Council open 
to civil action for damages under the Human Rights Act 1998. 

 
4.6 This policy sets out the individual and collective responsibilities relating to the use of 

covert surveillance, making sure that the techniques are used in accordance with the 
relevant legislation, that the Council meets the professional standards expected of it and 
that the risks to the Council are minimised. 

 
4.7 Process 

 
4.8 RIPA authorisation is required only where the use of directed surveillance, the conduct or 

use of a covert human intelligence source or the acquisition of communications data is 
likely to result in the interference of a person’s Article 8 rights. Authorisation is therefore 
more likely to be appropriate in circumstances and in locations where a person has a 
heightened expectation of privacy. 

 
4.9 Identifying the appropriate technique 

 
4.10 At the start of an investigation where officers intend to use directed surveillance, they 

will need to satisfy themselves that what they are investigating is a criminal offence. 
Directed surveillance is an invasive technique and at the point it is decided whether or 
not to authorise its use, it must be clear that the threshold is met and that it is necessary 
and proportionate to use it. 
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4.11 The Council is only permitted to authorise directed surveillance where the 
following conditions apply: 

 
• The authorisation is for the purpose of preventing or detecting conduct 

which constitutes a criminal offence; and 
• The criminal offence is one which is punishable by a maximum term of at least 

six months’ imprisonment or is an offence under:- 
o s146 of the Licensing Act 2003(a) (sale of alcohol to children); 
o s147 of the Licensing Act 2003 (allowing the sale of alcohol to children); 
o s147A of the Licensing Act 2003(b) (persistently selling alcohol to children); 
o s7 of the Children & Young Persons Act 1993(c) (sale of tobacco etc 

to persons under 18) 
 

4.12 The need to complete the RIPA authorisation/application form and seek approval from 
an authorising officer/designated person within the Council remains the same as before 
the new provisions were introduced. 

 
4.13 Authorisation by a JP 

 
4.14 All three covert techniques will now require approval by a JP once the authorisation  

from the Authorising Officer within the Council has been given. No surveillance falling 
under the provisions of RIPA shall take place without authorisation by the Authorising 
Officer and approval by a JP. 

 
4.15 The application should be made in writing on the standard Home Office form 

(available on EUNICE). The application should describe the precise nature and scope 
of the proposed activity and the likely interference with Article 8 rights and set out the 
case for the interference on the grounds of necessity and proportionality. 

 
4.16 The Authorising Officers for this Council are: 
 

All services or where the authorisation is likely 
to obtain confidential information or the 
deployment of a CHIS under the age of 18 or 
vulnerable person or where access to and 
disclosure of communications data is involved 

Monitoring Officer 

All services or  where access to and 
disclosure of communications data is 
involved 

Head of Customer and Community 
Services  

All services Head of Environmental Services 

 
4.17  It is good practice for the authorisation to be granted by a person who is not directly 

involved in taking operational decisions in relation to the matter under investigation. It 
is felt having these three roles as Authorising Officers provide an appropriate mix of 
independence and resilience. The RIPA Coordinator/SPOC  will be the Democratic 
Services Manager. 

 
4.18 A checklist is included at Appendix A to help determine whether the techniques 

should be used and whether authorisation is required. 
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4.19 Once the Authorising Officer is satisfied that such surveillance is proportionate to 

the offence being investigated, the authorisation may be granted and an 
application for judicial approval must then be made to the Magistrates’ Court. 

 
4.20 An authorisation will run for three months for directed surveillance and 12 months for a 

CHIS (or one month if the CHIS is aged under 18 years). Authorisations and notices 
for communications data will be valid for a maximum of one month from the date the 
JP has approved the grant. This means that the conduct authorised should have been 
commenced or the notice served within that month. 

 
4.21 The need for an authorisation should be kept permanently under review, usually by 

the Authorising Officer. If at any point the grounds for authorisation cease to exist 
(particularly with directed surveillance, for example where the surveillance has 
achieved its objective and is no longer necessary or where the activity is no longer 
proportionate), it should be submitted to the Authorising Officer for cancellation. 
Authorisations should never simply be allowed to lapse. 

 
4.22 An authorisation can also be renewed, and should be submitted to the Authorising 

Officer for consideration. If granted, this is also subject to judicial approval and an 
application for renewal must be made to the Magistrates’ Court in the same way as the 
original authorisation. 

 
4.23 Record keeping 

 
4.24 A central record should be held by the Democratic Services Manager to assist the 

Office of Surveillance Commissioners during its periodic statutory inspection visits to 
the Council. The central record should be kept for a minimum rolling period of three 
years from the end of each authorisation, and should include the following 
information: 

 
• The type of authorisation (i.e. directed surveillance, CHIS or 

communications data); 
• The date the authorisation was granted; 
• The name and grade of the authorising officer; 
• The frequency of reviews set by the Authorising Officer and a record of the result 

of any reviews; 
• The operational identifier or unique reference number for the investigation 

or operation; 
• The identities of subjects, where these are known; 
• Whether the urgency provisions have been used and, if so, the reasons for 

their use; 
• Whether the relevant deployment is likely to result in obtaining 

confidential information; 
• Whether the authorisation was granted by an individual directly involved in 

the investigation; 
• Details of any renewal of the authorisation including the name and grade of 

the Authorising Officer granting the renewal; 
• The date the authorisation was cancelled; 
• The date and time when any instruction to cease surveillance was given; 
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• The date and time when any other instruction was given by the authorising officer. 
 

A copy of all documentation produced while the authorisation was in place 
should also be retained in the central record  

 
4.25 In addition, the information obtained through the deployment of covert techniques 

must be retained, used and shared strictly in accordance with the Data Protection Act 
1998 and any other relevant legislation, because of the possible interference with 
Article 8 rights. 

4.26 It should be retained for no longer than is necessary in the circumstances, used only 
for the purposes for which it was obtained and shared only where specifically allowed 
by law. Officers should familiarise themselves with the legislation, and seek guidance 
from the Council’s Data Protection Officer. A register of records to be destroyed, 
including the date on which the decision to destroy the information was taken, should 
be maintained as part of the central record. 

 
4.27 Covert surveillance of Social Networking Sites (SNS)  

 
4.28    Occasionally officers may be alerted to information on social media which may be 

pertinent to an investigation. When using social media sites for gathering evidence to 
assist in enforcement activities, officers should note that the fact that digital investigation 
is routine or easy to conduct does not reduce the need for authorisation. Care must be 
taken to understand how the specific SNS being used works, particularly in relation to 
privacy settings.  

 
4.29    Whilst it is the responsibility of an individual to set privacy settings to protect unsolicited 

access to private information, and even though data may be deemed published and no 
longer under the control of the author, it is unwise to routinely regard it as “open source” 
or publicly available. The author has a reasonable expectation of privacy if access 
controls are applied. In addition in some cases data may be deemed private 
communication still in transmission (instant messages for example). Where privacy 
settings are available but not applied the data may be considered open source and an 
authorisation is not usually required. Repeat viewing of “open source” sites may 
constitute directed surveillance on a case by case basis and this should be borne in 
mind.  

 
4.30    To ensure compliance with  regulations: 

• Officers must not create a false identity in order to ‘befriend’ individuals on social 
networks without authorisation under RIPA. If it necessary and proportionate for the 
Council to covertly breach access controls, an authorisation for Directed Surveillance 
will be required. An authorisation for the use and conduct of a CHIS is necessary if a 
relationship is established or maintained by the officer. 

• Officers viewing an individual’s public profile on a social network should do so only to 
the minimum degree necessary and proportionate in order to obtain evidence to support 
or refute their investigation.  

• Legal advice should be taken in advance as to whether repeated viewing of open 
profiles on social networks to gather evidence or to monitor an individual’s status for a 
specific investigation will require RIPA authorisation and approval by a Magistrate. This 
advice and the justification report for the monitoring should be retained for future 
reference in case of challenge. 
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4.31     Officers should be aware that it may not be possible to verify the accuracy of information 

on social networks and, if such information is to be used as evidence, take reasonable 
steps to ensure its validity. 
 

4.32 Other considerations 
 
4.33 If the use of covert surveillance or the conduct or use of a covert human intelligence 

source is likely to result in the Council obtaining confidential information (defined in 
the glossary), authorisation can only be granted by the Executive Director. Due 
consideration must be given to the additional legal and ethical issues this raises. 

 
4.34 Requests for access to, and disclosure of, communications data may only be made 

via the  appropriate authorising officer 
 
4.35 Officers may occasionally be involved in a joint covert surveillance operation with 

another public authority such as the Department for Work & Pensions or the 
Environment Agency. It is important, in these circumstances, that Council officers 
satisfy themselves as to the existence and extent of any RIPA authorisation related to 
that operation. It is good practice for a signed copy of the authorisation from the lead 
agency to be provided to the Council ahead of the surveillance operation. 

 
5.0 Reporting and Training  

 
5.1 The number of authorisations for activity under RIPA , together with trainng and 

refresher activity due and provided, will be reported to the Governance and Audit 
Committee each year (in June) by the SPOC 
 

5.2 Training by external providers will be undertaken by all authorising officers and the 
SPOC every 3 years or if there is a significant change in legislation or in use of 
authorisations by the council. 

 
5.3 Every 18 months , or if there is a significant change in legislation, refresher activity 

will be undertaken by the SPOC for all staff to remind them of provisions of the 
legislation and the council’s policy.  

 
 
6.0 Next steps 

5.0 This policy will be reviewed in three years or sooner if required by changes to legislation. 
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6.0 Glossary of terms 
 
 

Term Definition 

Communications data The ‘who’, ‘when’ and ‘where’ of a communication but not the 
‘what’ (i.e. the content of what was said or written). This 
consists of: 
• Traffic data (which includes information about where the 

communications are made or received) – local authorities 
are not authorised to obtain this data 

• Service use information (such as the type of 
communication, time sent and its duration) 

• Subscriber information (which includes billing information 
such as the name, address and bank details of the 
subscriber of telephone or internet services) 

Confidential information Falls into three categories: 
• Matters subject to legal privilege 
• Confidential personal information (e.g. relating to a 

person’s physical or mental health, or to spiritual 
counselling or assistance) when held in confidence in 
accordance with a profession, trade or vocation. 
Communications between an MP or Councillor and a 
constituent are also likely to fall within this category 

• Confidential journalistic material 
If any confidential information is likely to be obtained by using 
a covert technique then authorisation must be given by the 
Chief Executive. 

Covert human intelligence 
source (CHIS) 

Undercover officers, public informants and people who make 
test purchases 

Covert surveillance Surveillance which is carried out with the aim that those who 
are subject to it are unaware that it is taking place 

Directed surveillance Covert surveillance which is not intrusive and carried out in 
places other than residential premises or private vehicles 

Intrusive surveillance Covert surveillance carried out in residential premises or 
private vehicles – local authorities may not do this 
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Appendix A – checklist 
 

All Council staff at Induction must: 
 
Action  

Read the Covert Surveillance Policy and be aware of any other relevant guidance   

 
 
Council staff seeking authorisation must: 

 
 

Action  

Re-Read the Covert Surveillance Policy and be aware of any other relevant guidance   

Determine whether directed surveillance, a CHIS or the acquisition of 
communications data is required 

 

Assess whether the authorisation will be in accordance with the latest legislative 
requirements and be able to demonstrate that the suspected offence is subject to a 
custodial sentence of six months or more (for directed surveillance) 

 

Assess whether authorisation is necessary under RIPA and whether the 
surveillance could be done overtly 

 

Consider whether surveillance will be proportionate  

Consider all less intrusive options which may be available and practicable and use 
those first if possible 

 

Ensure that measures are taken to avoid or minimise intrusion into the privacy of 
anyone who is not the direct subject of the surveillance 

 

If authorisation is necessary and proportionate, prepare and submit an application to 
carry out the appropriate technique to an Authorising Officer 

 

Review regularly and submit to Authorising Officer on date set  

If operation is no longer necessary or proportionate, or fulfils its objective, complete 
a cancellation form and submit to Authorising Officer 

 

Keep a central record of information relating to each authorisation  
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Authorising Officer must: 

 
 
 

Action  

Consider in detail whether all options have been duly considered, including taking 
into account the Covert Surveillance Policy and any other relevant guidance 

 

Confirm that the offence is subject to a custodial sentence of six months or more (for 
directed surveillance) 

 

Consider whether surveillance can be considered to be in accordance with the law 
and is necessary and proportionate to the offence being investigated 

 

Authorise only if an overt or less obtrusive option is not practicable  

Ensure the relevant judicial authority has made an order approving the grant of the 
authorisation 

 

If surveillance is still necessary and proportionate: 
• Review authorisation 
• Set an appropriate further review date 

 

Cancel authorisation when it is no longer necessary or proportionate for it to 
continue 
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Appendix B – process flowchart 
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